














Mitigation with CE 5.0 

• Email & Identity: Enforce MFA on VPN/M365/SSO; monitor OAuth 
grants and inbox-rule creation (T1078/T1114).

• Endpoint/EDR: Heuristics for mass archiving + Tor client execution; 
detect large share-reads �  compression (T1560/T1567).

• Network/Proxy/DNS: Block/alert on .onion in SNI/Host/URI and 
common tor2web hosts; restrict outbound egress to approved 
destinations (T1090.003/T1567).

• Backups & DR: Immutable/offline backups; quarterly restore tests for 
high-value datasets.

IOCs

DLS
http://nleakk6sejx45jxtk7x6iyt65hwvfrkifc5v7ertdlwm3gttbpvlvxqd.onion/

File servers
http://ahic5qo3qbjgsyv7x2h5w7uh6nuh45km5srblj7i2amxt57xp4wud2qd.onion/
http://bnlluetsuf6pv7mchgue46h43v66uxtccpg3n5vcdzbeqften5cedlid.onion/



Worldwide Ransomware Victims

The United States continues to dominate ransomware reporting, with 62.12% of all global incidents this week. Its sheer volume underscores its role as the primary 
target for ransomware operators, driven by its vast enterprise landscape, critical infrastructure, and relatively higher ransom-paying capacity.

The United Kingdom ranked second with 5.3%, while Australia followed with 3.79%. Both countries remain frequent targets due to their advanced economies, strong 
digital ecosystems, and deep links to U.S. supply chains.

Canada and Germany each recorded 2.27%, reflecting their vulnerability as highly digitised economies with extensive industrial and financial footprints. France, India, 
Mexico, Japan, and Spain all logged 1.52% each, reinforcing the broader spread of ransomware activity across both European and Asian markets.

The long tail of nations impacted this week, each reporting 0.76%, includes Ecuador, Iran, Jordan, Luxembourg, Israel, Malaysia, Panama, Pakistan, Cambodia, 
Switzerland, Uganda, Thailand, Italy, South Africa, Singapore, Greece, Lebanon, South Korea, Brazil, Belgium, Palestine, and New Zealand. These smaller figures 
emphasise the truly global reach of ransomware, where even less prominent economies continue to experience steady targeting.

Overall, ransomware remains heavily concentrated in North America and Western economies, but opportunistic attacks are being recorded in Latin America, Africa, the 
Middle East, and Asia-Pacific, underscoring its borderless nature.

 Figure 5: Ransomware Victims Worldwide



Industry-wide Ransomware Victims

Manufacturing remains the most targeted sector this week, accounting for 17.42% of reported incidents. The reliance on operational technology, supply chain 
dependencies, and minimal downtime tolerance continues to make this industry a prime target for ransomware operators.

Business Services follow closely at 16.67%, showing consistent exploitation of firms that provide IT, consulting, and outsourcing services. These organisations are 
especially attractive because compromising them can create indirect access into multiple client environments.

Hospitality logged 10.61%, underscoring ransomware’s steady focus on sectors with guest-facing systems, booking platforms, and sensitive customer data. 
Construction also reported significant exposure at 9.09%, reflecting vulnerabilities across project-driven environments and decentralised vendor management.

Retail accounted for 9.85%, reaffirming the continued targeting of customer data and payment systems. Transportation saw 6.82%, highlighting the risks posed to 
logistics and mobility sectors where downtime creates immediate operational disruption.

Law Firms, Real Estate, IT, Media & Internet, Healthcare, and Consumer Services each recorded 3.03%, representing mid-tier targets where data sensitivity and reliance 
on digital services give ransomware groups leverage during extortion.

Smaller but notable impacts were seen in Telecommunications and Education (2.27% each), while Insurance, Finance, and Organisations followed at 1.52%.

Finally, Minerals & Mining, Federal, and Energy each contributed 0.76%, reinforcing that even highly specialised or critical sectors are not immune from opportunistic 
attacks.
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