




















Alternative Leak Site:
payouts7disgwf2ribnfuvg27wixud3nfbxbpbxvn4ehx3vwpwpwoydqd.onion

File Server 1: v2mw3spxghggig5zjd6tjnfamwntrprreij3dq77jlq74dduyjafeead.onion

Bariatrix Nutrition

Website: bariatrix.com

Country: CA

Data: 204GB Revenue: $38M

Create time: 2025-06-27 08:13 Status: Leaked
Views: 54719 Tags: CA

Comment: Throughout the years, Bariatrix has been a leading developer of high protein foods and remained on the cutting edge of high protein food
manufacturing for athl

Proof link: https:
Proof link 2: hup:
Download link:

Download link 2: ht

File Server 2: cénrwsloenpiat7zilh243nvhe7a3edsfm3ct3kpxhu2fv7z36ksjcad.onion
Communication Infrastructure

Tox Messenger ID:
535F403A2EA2DC71A392E18D7DB77FEF70845C0B7ES5B9114CD30D3018703043
79C3547E324E2

Process Artifacts

psexesvc.exe: PsExec service (lateral movement)
sqlwriter.exe: SQL VSS Writer (terminated pre-encryption)
defrag.exe: Scheduled task abuse

Remote Access Tools

AnyDesk

TeamViewer

Command-Line Indicators

vssadmin delete shadows /all /quiet

bcdedit /set {current} safeboot minimal

wmic shadowcopy delete

netsh advfirewall set allprofiles state off

sc stop VeeamTransportSvc

sc stop BackupExecAgentAccelerator

Registry Modifications
HKLM\SOFTWARE\Policies\Microsoft\Windows
Defender\DisableRealtimeMonitoring = 1

CE 5.5 MITIGATION

+  Enable Anti-Phishing (all engines ON) - Signature, heuristic, SSL-mismatch and
cloaked-URL detection to block phishing-led initial access.

«  Enforce Web Filter policies — Block malicious categories, newly registered
domains, risky MIME types and executable file extensions.

+  Apply IDPS with network segmentation — Monitor lateral movement, exploit
attempts and admin tool abuse with Security policy set to Alert.

+ Activate DLP in Alert/Reject mode — Detect and disrupt outbound exfiltration of
sensitive data used in double-extortion attacks.

+  Enable SIEM Agent and alert escalation — Centralise ransomware indicators and
accelerate SOC response through CE 5.5 event correlation.

+  Deploy Anti-Malware File Scanner — Scan, quarantine and alert on dropped
ransomware payloads and staging artifacts.



The United States remained the primary hotspot for ransomware activity, accounting for 40.44% of all identified victims. That means roughly four out of every ten
known cases during this period were US-based, keeping it far ahead of any other single country in terms of exposure.

A strong second tier consisted of Germany (6.56%), Canada (6.01%), Brazil (4.92%), and the United Kingdom (3.83%). Together, these major economies formed the bulk
of non-U.S. activity, reflecting mature digital infrastructure, high incident visibility, and attractive victim profiles for extortion operators.

A broad mid-band followed, led by Japan and Malaysia (each 2.73%), Italy (2.19%), and a cluster including France, Australia, Spain, Thailand, and Poland (each 1.64%).
Beneath them, countries such as Peru, Paraguay, Tunisia, Guatemala, Bolivia, Finland, Argentina, New Zealand, Mexico (each 1.09%) showed that both established and

emerging markets continue to feature regularly in victim data.

Below that, a long tail of single-incident geographies, Belgium, Singapore, Iran, Slovakia, Denmark, Chile, Oman, Egypt, Taiwan, Netherlands, Cyprus, China, Ireland, India,
South Africa, Slovenia, Serbia, Switzerland, Bulgaria, Portugal, Russia, and Czech Republic (each 0.55%), appeared at low individual volumes. While each contributes
only a small fraction, their combined footprint underlines that ransomware remains a globally distributed problem, touching dozens of countries rather than being

confined to a handful of high-profile targets.
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Figure 5: Ransomware Victims Worldwide



Manufacturing remained the most heavily targeted sector this week, accounting for 18.03% of all identified ransomware victims. This keeps production environments
and supply-chain—critical operations at the top of the risk ladder, where downtime directly translates into financial loss and gives threat actors strong leverage during
extortion.

A powerful second tier consisted of Business Services (13.11%), Retail (11.48%), and Construction (11.48%). Together, these sectors represent a large band of
project-driven, customer-facing, and service-oriented organisations that handle payments, contracts, and sensitive client data, exactly the mix attackers look for when
choosing victims with both high urgency and high ability to pay.

A broad mid-band followed, led by IT and Hospitality (each 4.92%), Education and Finance (each 4.37%), and Transportation, Federal entities (each 3.28%), with Law
Firms, Organisations, and Electronics (each 2.73%) also featured regularly in disclosures. This layer shows that knowledge-based industries, public sector bodies, and
core service providers are now routine fixtures in the ransomware ecosystem rather than occasional outliers.

Lower-volume but still active verticals include Consumer Services, Energy, and Healthcare (each 2.19%), Real Estate and Agriculture (each 1.64%), and
Telecommunications (1.09%), with Insurance and Architecture (each 0.55%) forming the long tail. While individually smaller in share, this spread makes it clear that
ransomware pressure cuts across almost every major industry, if an organisation runs digital operations and holds monetisable data, it sits somewhere inside this
threat envelope.

Industry-wide Ransomware Victims
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Figure 6: Industry-wide Ransomware Victims



