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CASE STUDY: Orontide DISP

“We found Red Piranha’s DISP consulting solution simplified the application
process, making it faster, easier and a more effective use of resources, than had we
navigated the DISP process alone.”

- Simon Williams HSEQ Advisor at Orontide.

Background

Orontide Is a specialist engineering, preservation
and maintenance services company, operating
In the Mining and Resources; Oil and Gas; and
Defence and Commercial Marine industries In
Western Australian for over 40 years.

Their long and respected history servicing the
Defence and Commercial Marine Industries has
been established from their ability to work closely
with Primes, the Department of Defence and naval
defence contractors to meet tight deadlines and
provide safe, high quality solutions to extend
asset life.

Challenge

The Australian Department of Defence has implemented the Defence Industry Security Program (DISP)

to minimise third party risk and enforce strict cybersecurity standards on contractors they work with.
Because Orontide delivers services to the Department of Defence, it needed to meet the DISP requirements
across the 4 key outcome areas:

» Governance

» Personal Security

» Physical Security

» Information security

Orontide needed to find a trusted partner to help work through the program requirements and achieve
DISP membership to be able to continue delivering services to the Department of Defence.

Project Brief

Orontide engaged Red Piranha to help them understand what was required of them to achieve DISP
membership, across a full range of areas:

SP assessments

SP ASR (Annual Security Report)
SP accreditation

Cybersecurity solutions
Cybersecurity consulting services
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Solution

Red Piranha prepared a tailored scope of services to assist Orontide to become compliant as quickly and
efficiently as possible, including the following services:

Cyber Security Review (CSR)

“As part of our DISP application we had to undertake an independent Cybersecurity Review. Red Piranha’s
CSR was simple to facilitate from a management perspective, providing a clear picture of our present
cybersecurity posture, with practical solutions to remediate any gaps or deficiencies, providing a pathway
to greater maturity posture.”

Cyber Security Awareness Training (CSAT)

“Red Piranha provided CSAT as a component of the DISP Consulting solution. This has now been
integrated as part of our standardised onboarding process at Orontide. As CSAT Is an online course, our
staff are able to do the training in their own time, which has been easy to implement, stress free, and
brought real value to our organisation. In addition, the annually updated CSAT dramatically increased our
ongoing Cybersecurity awareness throughout the entire company.”

Policies and Templates

“Red Piranha worked with Orontide to develop DISP-compliant policies and templates that we were able to
use as part of our DISP application. This was particularly useful with navigating the DISP ecosystem and
when developing our SPP & SRA which have since been embedded into our policies and procedures.”
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Outcome

Orontide followed the DISP process with Red Piranha and successfully achieved their membership to the
DISP program in June 2022.

“Ongoing compliance has been made seamless, saving time and resources to ensure our constant
compliance with DSIP requirements. Our monthly DISP compliance meetings with Red Piranha ensure that
we are ready for a potential audit and enables our Annual Security Report, to be lodged with ease.”

“Overall, we have found using Red Piranha's DISP Consulting services has not only saved a huge amount
of time and resources — freeing us and our staff to focus on Orontide's continued capacity to provide
our Australian leading specialist engineering, fabrication, preservation, and maintenance services for the

Australian Defence sector.”

“Red Piranha have always been proactive, accommodating, and responsive with any inquiries or queries
regarding our DISP application, it has been a pleasure to work with Red Piranha, and we would be happy to
recommend Red Piranha to anyone in the Australian Defence Supply Chain.”

- All quotes provided by Simon Williams, HSEQ Advisor at Orontide.
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