Threat

Intelligence
Report

Trends

e The top attacker country was China with 535153 unique attackers (37.00%).
e The top Trojan C&C server detected was TrickBot with 12 instances detected.

Top Attackers By Country

Country Occurences Percentage
China 535153 37.00%
Australia 326654 22.00%
South Africa 105017 7.00%
United States 69770 4.00%
Chile 65136 4.00%
Germany 54433 3.00%
United Kingdom 54097 3.00%
South Korea 51444 3.00%
Thailand 33862 2.00%
Russia 29955 2.00%
Brazil 17159 1.00%
France 17067 1.00%
Vietnam 15215 1.00%
India 13781 0%
Italy 10296 0%
Taiwan 6748 0%
Dominican Republic 2909 0%




Estonia 2869 0%
Romania 1422 0%
Top Attackers by Country
@ China
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Threat Geo-location

1485 T, 587,581

Top Attacking Hosts

@ South Africa
@ United States
@ Chile
@ Germany
@ United Kingdom
® South Korea
@ Thailand
@ Russia
Other

Host Occurrences
181.43.59.173 12186
49.88.112.116 11206
112.85.42.187 10399
49.231.247.36 7781
45.141.84.25 4662
112.85.42.88 3800
86.148.107.222 3762
120.155.9.101 3629
49.196.149.48 3059




49.196.167.166 2470
218.92.0.190 2034
86.131.23.36 1996
124.219.109.45 1945
112.85.42.189 1677
222.186.175.182 1411

82.132.229.83 1382
36.111.164.37 1271
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Top Network Attackers

218.92.0.190 112.85.42.189 82.132.229.83

ASN Country Name
APBT-AS-TW Asia Pacific
24154 Taiwan Broadband Fixed Lines Co,, Ltd.,
TW
35228 United Kingdom O2BROADBAND, GB
CHINATELECOM-CTCLOUD
58519 China Cloud Computing Corporation,
CN

Remote Access Trojan C&C Servers Found

Name Number Discovered

Location

Kpot 1

63.250.39.193

TrickBot 12

107.155.137.25,
107.155.137.28,
107.175.87.128,

185.164.32.115,
194.5.250.80,
195.54.32.40,
45.67.231.62,
45.83.192.152,
5.188.168.87,
85.204.116.58

185.14.31.87,185.14.31.97,




Trojan C&C Servers Detected

@ Heodo
@ TrickBot
Common Malware
MD5 VirusTotal  [FileName Claimed Detection
Product Name
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