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¢ The top attacker country was China with 2985404 unique attackers (50.00%).
e The top Trojan C&C server detected was TrickBot with 8 instances detected.

Top Attackers By Country

Country Occurences Percentage
China 2985404 50.00%
Australia 1178364 19.00%
United States 352953 5.00%
South Africa 268702 4.00%
India 182092 3.00%
Russia 175169 2.00%
France 130848 2.00%
South Korea 116965 1.00%
United Kingdom 113211 1.00%
Chile 111346 1.00%
Brazil 71672 1.00%
Germany 68340 1.00%
Vietnam 48261 0%
Thailand 42507 0%
Italy 33306 0%
Estonia 15350 0%
Romania 13399 0%
Taiwan 10084 0%
Dominican Republic 3302 0%




Top Attackers by Country
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Top Attacking Hosts
Host Occurrences
112.85.42.186 34615
49.88.112.115 14515
218.92.0.190 10620
112.85.42.88 10133
61.183.54.174 8102
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Top Network Attackers
ASN Country Name
. CHINA169-BACKBONE CHINA UNICOM
4837 China Chinal69 Backbone, CN
4134 China SHINANET-BACKBONE No.31, Jin-rong Street,
53724 China CHINANET—II?C-I_SJ-AP IDC, Chjna
Telecommunications Corporation, CN

Remote Access Trojan C&C Servers Found

Name Number Discovered Location

AmadeusStealer 1 95.142.44.113
8.208.91.252,8.209.104.170,

Anubis 6 8.209.99.235, 84.38.180.55,
84.38.183.96,91.210.104.212

AzorUIt 1 193.42.96.108
47.241.116.41,81.177.139.80,

FlexNet 3 8.209.112.8

Heodo 2 190.163.1.31,190.19.169.69

KPOT 2 84.38.183.155, freelacerinc.ru

Lokibot 1 84.38.181.216

Oski 1 45.143.92.129
109.234.34.135,185.142.99.223,

, 185.198.57.113,185.244.39.190,

TrickBot 8 192.210.226.12,192.3.247.124 ,
195.123.239.126,78.88.188.42

Vidar 1 185.99.133.182




Trojan C&C Servers Detected
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